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Table 3. Raw impact score from the risk areas

Risk area No. of questions Maximum score
1. Project 16 27
2. System 1 L]
3. Algorithm 2 6
4. Decision 2 7
5. Impact 20 42
6. Data 10 44
Raw impact score 51 126

Table 4. Mitigation score from the mitigation areas

Mitigation area No. of questions Maximum score
7. Consultations 2 2
8. De-risking and mitigation measures 32 44
Mitigation score 34 46
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AETHER: MicrosoftOfi= SAHQI Al XL, S+ 22|27t AL 0] AEH=l= SALEAOAM Al2|
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S IR Al ©E, H8l, =el, S5 8Y WVIE FYEHN JSH, 2=
M2 Al Z2HES HE 3 S02lot1 Microsofte| &2|H o3| & B0 f&ot=X| &elot= HEE it
Aether
Aether advises our leadership on hall d ities presented by Al il
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Figure 2: Analysis of race bias: Box plot of the score differences on the race sentence pairs for each system on the valence
regression task. Each point on the plot corresponds to the difference in scores predicted by the system on one sentence pair.
A represents AAT-EA] significant group, ¥ represents AA|-EAT significant group, and ® represents AA=EA not significant
group. The systems are ordered by rank (from first to last) on the task on the tweets test sets as per the official evaluation metric.
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Figure 1. Outliers in HR dataset detected with
ODIN, with threshold T=0

support vector machines[141]

neural networks[142]
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Deepface: Python& 4% &= Q1A 3 A= £ 24(L0|, &Y, 24 2 Q1) 2fo|E2{2. 2 H RHS
M= oo|E2|E P2 Q1A TR F0|Ct: VGG-Face, Google FaceNet, OpenFace, Facebook
DeepFace, DeeplD, ArcFace, Dlib % SFace.

Human: Al 7|8t 3D H= 4K & 3|8 =5 m% HH G OIA M EX =X 3D & &V 5N SXY
B4, A8 2 MY A 0F, AN F=5, ®MAK Q14 2t0]E22]. HTML & Xf IAIRE

PyTorch*: PyTorchE A3t =S 246t7| I8t Python 2{0|22{2|. =2 MS MAYUS AHZ6t0]
L= ZXotl = EXE EMoty| floh LS.
Fer: PyPl Ii7|X|2 &l& AFUC= B QlAIZ |5t IO 2t0[E2{2].

Residual Masking Network: 20 OfAZ HEQTE AESSH BN QIAS MIO|EX|2 723,
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Conv-emotion: IO|EX|E Sall th2l0ilA ZF QA ?Ie TSt OF7 [ElX 718,

22 4 UA(HSEmotion): ST AN L2 ZES 2AGH | 9I3t TH0|M 2t0]2212.

MMSA: ZE|ZE 28 24 HYS ol HLE Do 7|8t 23,

EmoPy: AfES| = O|0|X17t =0X|H 2 Bel 2FE tSols o5 HEY S0t ZatE oM
S20[CH.

Open Source | 4o tace | human | facetorch
library entry

Open Issue
Count 13 0
Number of pull 0 0 1 0 0 0 0 6
requests
e d‘;‘i;”m't 23.01.31 230130 23.01.29 22.12.13 221219 22.07.29 22.11.08  21.01.15
Number of
Contributors 30 8 ! 6 1 8 / 15
Used count 1028 117 - 252 29 - - 24
Number of stars| 5413 1121 109 245 331 1059 302 833
Number of
StackOverflow 232 5 0 202 0 5 0 3
questions
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O|5HOF St
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library entry pop yang Recognltlon PEL.CPP | Toxt-WaveNet
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Number of pull requests 18 3 26 15 4
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Number of Contributors 136 36 46 47 4
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CVECommon Vulnerability and Exposures February 2023
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o 4 i),
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e e S L e
s i |

\mz 7 s 4
| 7 4 1
2019 [ 2
E R : I |
| | = i z Ll | I | 1
HOFAI | ans| 218 313 0.0 00 00 0.0 0.0 0.0 0.0 0.0 0.0 00

Waming : Vulnerabiiities with publish dates before 1999 are not Included In this table and chart. (Because there are not many ot them and thay make the page
laok bad; and they may not be actually published n those years.)

Vulnerabllities By Year  Vulnerabllities By Type
7 [_FUT AT M Denial of Senvice 12
20187 . B Execute Code 7
Caoss 10 B overow 10
M 2020 2

Opencv LEAA 2t0|E2{2|2] 2017~2020 CVE Hot #ofd 24 ALt

NVIDIA NeMo

2o FoMY =4 21}, 202210 ofLtel Eot 0| HAZ UL
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O[{E + ULt

Hep

#of Code Memory sal Directory Bypass. Gain Gain File #of
" Vaneraitties °%* executin ©***" coruption imjection  ** Tversal (¢ something informaton prvieges " incuion  expiois
202 1 | 1 |

Total 1 1

% Of All 0.0 0.0 0.0 0.0 0.0 0.0 100.0 0.0 0.0 0.0 0.0 0.0

0.0

Warning : Vulnerabilities with publish dates before 1999 are not included in this table and chart. (Because there are not many of them and they make the page look bad; and they may not be
actually published in those years.)

Vulnerabilities By Year  Vulnerabilities By Type

20221 B M Directory Traversal 1
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=5 43 [mI=TRe" al oF 3] 2 Al ol g|=
confusion matrix . - Al' E'_I'I' = =-1° I —I T, =2 =< 0:”?
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oY 9 84 24 Y XA
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SUHAE 0| Soh= Fee= JOt T2ty ’é.*#
7|8k X|HEQI ROC-AUCE} F1-ATMHE Eof
Het HEE 02E £
[193][194][195]
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Table 1. Interpretability Methods to Explain Deep Learning Models.

ZZ HLE Al AIARIS 25| 2f2t XAl 71E AKE[210]

Local vs.

Model Specific vs. Model

Data

Ref Tool Category Global Agnostic Type Citations/Year Year
[32] DeepExplain iNNvestigate tf-explail PH L Specific img 1548.3 2014
[35] Grad-CAM tf-explain PH L Specific img 797.8 2017
[34] CAM PH L Specific img 607.8 2016
[31] iNNvestigate PH JES Specific img 365.3 2014
23] DeepExplain iNNvestigate tf-explain PH L Specific img 278.3 2013
27 dients tf-expiain alibi PH L Specific mg bt 247 2017
Skater tab
[40] Deep Visualization Toolbox PH L, Specific img 221.7 2015
[37] DeepExplain iNNvestigate The LRP Toolbox Skater PH 2 Specific img txt 2178 2015
[29] DeepExplain DeeplLift i igate ti-explain Skater PH L Specific img 2115 2017
[41] iNNvestigate PH B Specific img 131.5 2017
[38] iNNvestigate tf-explain PH E Specific img 13.3 2017
[42] tcav PH i Specific img 95 2018
[43] rationale PH L Specific @t 81.4 2016
[36] Grad-CAM++ PH fi Specific img 81 2018
[39] RISE PH L Specific img 433 2018
[44] iNNvestigate PH L Specific img 41.8 2017
Table 2. Interpretability Methods to Explain any Black-Box Model.

Ref Tool Category Local vs. Global Model Specific vs. Model Agnostic Data Type Citations/Year Year
[45] lime Eli5 InterpretML AIX360 Skater PH L Agnostic img txt tab 845.6 2016
59] PDPbox InterpretML Skater PH G Agnostic tab 589.2 2001
[48] shap alibi AIX360 InterpretML. PH L&G Agnostic img txt tab 504.5 2017
[50] alibi Anchor PH L Agnostic img txt tab 158.3 2018
53] alibi PH L Agnostic tab img 1245 2017
[60] PyCEbox PH L&G Agnostic tab 533 2015
[58] L2X PH L Agnostic img txt tab 50.3 2018
571 Eli5 PH G Agnostic tab 415 2010
51] alibi AIX360 PH L Agnostic tab img 343 2018
[61] Alibi PH G Agnostic tab 232 2016
[54] alibi PH L Agnostic tab img 17 2019
[62] pyBreakDown PH L Agnostic tab 83 2018
62] pyBreakDown PH G Agnostic tab 8.3 2018
[47] DLIME PH L Agnostic img txt tab 75 2019
[56] AIX360 PH L Agnostic tab 7 2019
[52] AIX360 PH L Agnostic tab img 3 2019
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